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5G Security Challenges
• New set cybersecurity issues (threats, vul-

nerabilities, attacks...)

• Previous protection mechanisms not appli-
cable to the new architecture

• Lack of publicly available labeled data sets
containing realistic user behavior and up-
to-date attack scenarios

• Lack of open-source solutions that enable
to manually create or edit existing 5G net-
work protocol packets and injecting them
in a network, allowing to easily test the pro-
posed detection schemes

Security testing and monitoring
The main objective of this thesis is to contribute to the Security testing and monitoring of 5G networks,
in order to adapt it to challenges that the new technologies introduce.
For that we will divide the thesis in 3 main stages:

5Greplay: a 5G Network Traffic Fuzzer
5Greplay is an open-source solution entirely developed by the authors that allows forwarding network
packets from one network interface card to another with or without modification.

• One-way bridge between the input NIC (Network Interface Controller) and the output one

• Take as input pre-captured packets in PCAP-format file or live traffic

• Behavior is controlled by user defined rules and completed by a configuration file

Fuzzing Operators
5Greplay aims performing fuzz testing, a type of mutation testing that injects invalid, unexpected, or
random inputs to evaluate the response of a test target, in this case the 5G virtual network functions,
the Intrusion Detection Systems, the 5G applications, etc.

DEL_PKT(P) Delete a packet.

CH_ATTR(P) Change a specific attribute on the header of a network protocol message.

ORD(P1,P2) Exchange the order of two consecutive packets.

DUP_PKT(P) Duplicate packet.
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Scenario 1: Malformed packets
Create and send malformed packets to a 5G core
network, in order to evaluate 5Greplay robust-
ness against unexpected entries at run-time.

Scenario 2: Replay attack
Perform security tests by modifying and injecting
network traffic into a specif target.

Scenario 3: Stress tests
Validate the scalability of 5Greplay.For this, we
configured the tool to replay the traffic as much
as possible.
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